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Abstract. This paper presents the architecture and software implementation of a mobile
application for skin analysis and personalized skincare product selection driven by artificial
intelligence techniques. The solution primarily targets individuals whose skin undergoes increased
physiological stress — professional athletes and active fitness enthusiasts — while remaining
applicable to a broader audience. The analysis module utilizes a two-stage pipeline: a ResNet-
family convolutional neural network (CNN) trained via transfer learning on open-source selfie
image datasets with dermatological labeling, and the Gemini Flash 2.5 vision-language model
(VLM), which validates CNN outputs for complex classes. The recommendation algorithm is
detailed, featuring stringent allergen filters, product scoring based on skin type, an active
ingredient incompatibility graph, and selection criteria that account for price tiers and brand
diversity. Quantitative performance metrics demonstrate an accuracy of 88.65% for skin type
classification and 91.35% for skin concerns; the integration of the VLM validator improves
accuracy on challenging class pairs from 79.0% to 92.4%. These results confirm the practical
viability of the hybrid CNN + VLM approach for mobile facial analysis in cosmetic applications.

Keywords: skin analysis, convolutional neural networks (CNN), vision-language models
(VLM), recommendation systems, skincare products, mobile applications, cosmetology.

Introduction. The skin of individuals who exercise regularly is exposed to factors that
distinguish its condition substantially from that of an average consumer. Intense training is
accompanied by prolonged sweating, pH shifts, mechanical friction from sports equipment,
exposure to chlorinated or seawater, high-intensity ultraviolet radiation, and temperature
fluctuations. These factors lead to the development of specific conditions: mechanical acne,
chronic dehydration, regular microtrauma to the lipid barrier, and post-inflammatory
hyperpigmentation.

Due to a chronically compromised protective barrier, an athlete's skin becomes
hypersensitive. Under such conditions, the use of mass-market cosmetics without regard for
individual skin characteristics, or the application of conflicting active ingredients (such as acids
and retinoids), is not only ineffective but can also lead to severe contact dermatitis. This
necessitates an exceptionally precise, dermatologically grounded approach to skincare selection —
one that prioritizes allergen screening and ingredient compatibility, which generic retail
recommendations fail to deliver.

Solving the problem of objective product selection is of high importance: for the general
user, it reduces economic losses from ineffective purchases (according to Skin Trust Club surveys,
63% of buyers purchase products that do not match the needs of their skin [6]), while for the
athletic audience it minimizes the risk of aggravating skin pathologies under heavy physical strain.
The global beauty-tech market, according to Grand View Research, reached USD 66.16 billion in
2024 and is projected to grow to USD 172.99 billion by 2030 [5]. However, existing solutions
(SkinVision [3], Haut.Al [7], Perfect Corp. Al Skin Diagnostic [8], TroveSkin [9]) are
predominantly oriented toward neoplasm screening or are tied to a single brand's catalog and
ignore the most important aspect — individual component intolerance and incompatibility between
products.
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The aim of this research is to develop a cross-platform mobile application that performs
automatic facial skin condition analysis from a photograph and generates a safe, personalized
skincare plan. The scientific novelty lies in the application of a two-stage hybrid “CNN + VLM”
[4] pipeline to improve recognition accuracy of complex dermatological patterns on a mobile
client, as well as in the formalization of an active ingredient incompatibility graph and a product
selection algorithm that considers the correlation between the user's profile and a product, ensuring
safe skincare even for skin subjected to extreme athletic stress.

Materials and methods. The system is built on a three-tier client-server architecture (Figure
1). The mobile client is implemented in Flutter with the Dart language, providing a single codebase
for i10S and Android and performance comparable to native. The server side is built on FastAPI
with Python 3.12 and asynchronous request handling; the average JSON request processing time
is approximately 11 ms, with a throughput of 15,000-20,000 RPS, which is 3-5 times higher than
comparable metrics for Django and Flask. Data is stored in PostgreSQL 17 with the pg_trgm
extension for searching INCI compositions and JSONB fields containing ML analysis results.

User Administrator
Mobile client Admin Panel
(Flutter) (React IS)
API-layer

FastAPI (async, JWT, OpenAPI)
Modules: users, analyses, catalog, recommend, admin

] I I

MIL-service: Database:
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(ResNet-18) (JSONB, GIN)

Figure 1. System architecture

The analysis module is based on two convolutional neural networks: the first classifies skin
type (dry, normal, oily), and the second classifies detected concerns (acne, under-eye bags,
redness, wrinkles, pigmentation, spots, scars, and others). To train the network, we assembled a
dataset of approximately 9,500 images. It included both professional medical images from the
open HAM10000 dataset [2] (photos exhibiting signs of pigmentation and scarring were used) and
specially collected and labeled selfie photographs. The dataset was divided into three parts: 70%
of the images were used for training, 20% for validation, and 10% for final independent testing.
To enable the network to recognize faces better under varying conditions, all photos were
standardized (224x224 px resolution, color normalization according to the ImageNet standard). In
addition, augmentation was applied — artificially expanding the dataset through random
transformations of images: horizontal flipping, rotations (up to £15°), cropping, and adjustments
of brightness and contrast (by £20%).

The ResNet-18 neural network architecture, pretrained on ImageNet, was chosen as the base
model due to its optimal balance between accuracy and runtime performance on mobile devices:
the model has 11.7 million parameters, requires 1.8 GFLOPs of computational power, processes a
single photo on a CPU in 220 ms, and achieves an accuracy of 91.3% (top-1). Alternative options
were also tested (Table 1).
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Table 1 — Comparison of models for the skin-condition classification task

Model Number  of | Inference Accuracy | Rationale
architecture parameters, time (CPU), | (top-1), %
M ms
ResNet-18 11.7 220 91.3 Selected as the baseline. Optimal balance
between runtime performance and recognition
accuracy.
ResNet-50 25.6 480 92.8 Rejected. A twofold increase in processing

time and model size for a marginal accuracy
gain (+1.5 percentage points).

EfficientNet-BO 5.3 160 90.4 Rejected. High variance (instability) in
recognizing underrepresented (rare) skin
concerns.

VGG16 138.0 1200 - Rejected. Excessive parameter counts and
critically low speed for a mobile client.

MobileNetV3-L 54 95 89.7 Reserve option. Considered as a candidate for

future versions of the application with fully
on-device operation.

Note: the dash in the accuracy column for VGG16 indicates that the model was rejected at the
computational-complexity evaluation stage, before full accuracy testing on the dataset.

To adapt the model to the task, its final layer was modified: a dropout regularization
mechanism (Dropout 0.5) and a new linear layer for skin-concern classification were added.
Training proceeded in two stages (transfer learning) — for the first 20 epochs only the new final
layer was trained, after which two deep blocks of the network were “unfrozen” and trained for an
additional 10 epochs [1]. To prevent the network from ignoring minority classes, a specialized loss
function was applied (weighted cross-entropy with inverse-frequency weights), which penalizes
the algorithm for errors on rare classes. Training was carried out using the Google Colab cloud
service based on Jupyter Notebook. The process was controlled by the AdamW optimizer (learning
rate 1-10*, weight decay 1-10~*) with smooth learning rate scheduling (CosineAnnealingLR).
Images were fed in batches of 32. To avoid overfitting, the algorithm automatically stopped (early
stopping) if its metrics did not improve over 5 cycles (patience = 5).

To minimize errors in recognizing visually similar skin concerns (for example, acne/redness
or pigmentation/scars), a hybrid two-stage image-processing pipeline has been implemented in the
application (Figure 2).

confidence > 0.75

» CNN's response

CNN Analysis

[Pre-proc.]
.—) (ResNet-18, transfer

Face photo learning)

Getting a summary in JSSON:

skin type, problems, —@

observations

| Validation from VLM
" Gemini Flash 2.5

confidence < 0.75 | difficult class
Figure 2. Two-stage facial image analysis pipeline

The algorithm produces a preliminary diagnosis and estimates its confidence in it. A
confidence threshold of 75% (0.75) was determined empirically based on the best balance between
precision and recall (maximum F1 score). If the base model is confident in its decision at > (.75,
the pipeline terminates and immediately returns the result. If the confidence is below this threshold,
or if the predicted concern belongs to the list of “complex” diagnoses, the system automatically
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launches the second stage — in-depth validation using the VLM Gemini Flash 2.5. In this case, the
VLM receives the source photograph, the candidate diagnoses from the first network, and a
structured prompt describing the classes. The model operates in zero-shot mode (without the need
for additional fine-tuning): it analyzes the image, corrects the diagnosis, and produces the final
response in JSON. As output, the system generates a structured JSON summary containing the
skin type, identified concerns, and secondary multimodal metrics evaluated exclusively by the
VLM due to its ability to analyze fine-grained skin texture. These metrics include numerical
estimates for skin barrier function, specifically a hydration index (hydration_level ranging from 0
to 1) and an enlarged pores index.

An important aspect of deploying such an architecture is the balance between cost and legal
safety. A single VLM call (analysis of a 1024x1024 px photo and generation of a 500-token
response) costs USD 0.0016 [10]. At the same time, the use of free API versions (Free Tier) is
categorically inadmissible when working with real biometric data (facial photographs). For this
reason, the production version of the pipeline uses the enterprise Vertex Al gateway. Its terms
(Section 17, Service Specific Terms) legally guarantee full encryption of data in transit and at rest,
as well as a strict prohibition on using user photographs to train Google's neural networks [11].
This makes the diagnostic process fully confidential and ensures the application's compliance with
the international GDPR standard [13] and the Law of the Republic of Kazakhstan “On Personal
Data and Its Protection” [12].

Results. Testing the developed algorithm on an independent dataset confirmed its
effectiveness. In the basic skin-type identification task, the overall accuracy was 88.65%. The
algorithm recognizes oily skin with the highest confidence (F1 score = 0.91), while for dry and
normal skin this metric was 0.89 and 0.86, respectively.

On the more challenging task of classifying specific concerns, the network achieved an
overall accuracy of 91.35% (Figure 3).
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Figure 3. Quantitative evaluation of skin-analysis models

A detailed breakdown showed that the system most accurately detects wrinkles (F1 = 0.97).
This is explained by the clear visual contours of this concern the substantial volume of evaluation
data (> 300 examples in the test sample). The algorithm encountered the greatest difficulties in
recognizing redness and scars — the F1 score for both classes dropped to 0.79.

The reasons for these difficulties are revealed by the confusion matrix of the classifier
(Figure 4).
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Figure 4. Confusion matrix of the skin-concern classifier

Its analysis revealed two systematic issues related to the visual similarity of different skin
conditions:

In 11% of cases, the base network confuses acne with ordinary skin redness, since both of
these conditions are accompanied by inflammatory color change (erythema).

In 20% of cases, the algorithm mistakes scars for pigmentation spots due to the visual
similarity between skin depressions (atrophic scars) and post-inflammatory hyperpigmentation.

The second analysis stage (VLM) is used specifically to eliminate these “blind spots”. To
evaluate its effectiveness, a separate dataset of 240 challenging photographs corresponding to the
problematic pairs “acne/redness” and “pigmentation/scars” was assembled. Use of the hybrid
approach made it possible to improve recognition accuracy on these complex images from 79.0%
t0 92.4%.

This solution is also economically viable. Because the system invokes the VLM not for every
image, but only when confidence in the diagnosis is low (when the threshold filter is triggered),
only 15-20% of all user photographs are sent to the resource-intensive second stage. This makes
it possible to keep the average server-side cost of processing a single request low, rendering the
architecture suitable for large-scale commercial use.

The skincare routine generation is implemented as a multi-stage pipeline (Figure 5). The
input consists of a combined user profile (age, sex, allergies, free-form comment) and the JSON
result of the analysis. Each product in the catalog passes through six stages.
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Figure 5. Pipeline for generating personalized recommendations

In the first stage, strict safety filters are applied. If a product is unsuitable for the user by age
or if a declared allergen is found in its composition, the product receives a critical penalty (—5000
points), which guarantees its exclusion from the recommendations. To prevent the system from
missing components due to typos or OCR errors on labels, composition comparison is performed
using a fuzzy-matching algorithm with a similarity threshold of 0.85.

The second and third stages handle the base scoring. Each product is given a starting score
of 10. An exact match with the user's skin type awards a bonus of +40 points, universality awards
+5, and a mismatch deducts 15 points. Points are then added for addressing specific facial
concerns: +20 points if the concern is declared in the product description, and +15 points for the
presence of proven active ingredients (for example, salicylic acid and niacinamide for acne;
peptides and retinol for wrinkles; vitamin C for pigmentation). To ensure the algorithm prioritizes
the most pressing concerns, these points are multiplied by a dynamic coefficient according to the
formula:

0.5 + severity
— 1)

where severity of concern is expressed as a percentage.

The fourth stage is fine-tuning that takes into account additional observations from the VLM
model and biological sex. If the model detects dehydration (hydration level < 0.5), the algorithm
awards additional points according to the formula

+15 X (1 — hydration_level)

for the presence of hyaluronic acid, ceramides, and squalane. In the case of enlarged pores
(index > 0.5), the presence of zinc and kaolin is rewarded. The gender filter takes physiology into
account: for women experiencing acne and redness, the weight of soothing actives (centella,
niacinamide) is increased by a coefficient of 1.3, which compensates for hormonal fluctuations in
sebum production during the luteal phase of the cycle. For men, the same coefficient of 1.3 is
applied to healing components (aloe, panthenol) to address microtrauma from shaving; and for
oily male skin, priority for lightweight textures is increased by a factor of 1.2.

The fifth stage is a check for chemical conflicts via the active-ingredient incompatibility
graph (Figure 6). This function is critically important for sensitive and damaged skin. The graph

24



formalizes strict dermatological rules: for example, retinol cannot be combined with AHA/BHA
acids and vitamin C due to differences in optimal pH and the risk of severe irritation; acids degrade
peptides, while peptides accelerate the unwanted oxidation of vitamin C. The exception is
niacinamide, which the algorithm recognizes as universal and compatible with all actives. In the
implementation, the graph is a scalable static dictionary, CONFLICTING_ACTIVES, which
makes it easy to update the rules when new popular actives appear on the market.
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Figure 6. Incompatibility graph of active cosmetic ingredients

The sixth stage produces the final selection using a three-pass algorithm that ensures
diversity of choice. On the first pass, the system selects one best product in each of three price tiers
(budget, mid-range, premium), giving preference to different brands. On the second pass, it fills
the list up to five items based on maximum score, and the third pass serves as a fallback in case of
a narrow selection of products suitable for the user. The resulting products are distributed across
3-8 basic skincare steps (from cleansing to SPF).

The reliability of the entire pipeline, including verification of the incompatibility graph and
the recommendation business logic, is ensured by automated testing. The code is covered by unit
and integration tests based on the pytest framework. To isolate the test environment, interaction
with the PostgreSQL database is implemented through the testcontainers-python library, while
calls to the external neural network are emulated using a mock endpoint of the Gemini API.

Conclusion. In the course of this research, a cross-platform application for intelligent
cosmetic product selection was developed. The effectiveness of the hybrid “CNN + VLM” pipeline
has been demonstrated: the base ResNet-18 model classifies skin type with an accuracy of 88.65%
and concerns with an accuracy of 91.35%, while the Gemini Flash 2.5 validator reduces the
number of errors on difficult class pairs, raising accuracy from 79.0% to 92.4%.

A multifactor recommendation algorithm has been developed that excludes allergens,
accounts for gender-related characteristics, and checks for chemical conflicts between products
via the active-ingredient incompatibility graph. The software implementation is based on the
Flutter, FastAPI, and PostgreSQL stack.
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The practical value of this work lies in the creation of a safe skincare-selection tool, which
is critically important for the target audience — athletes whose skin lipid barrier is regularly
compromised. Prospects for further development of the system include extending the algorithms
to body skincare selection, integration with services that track physiological indicators of the body,
and the introduction of comprehensive medical support: assigning a personal dermatologist to each
user and connecting allied specialists (gastroenterologists and endocrinologists).

MOBWIbHOE IIPUJIOKEHME JIJ151 HEPCOHAJIM3UPOBAHHOI'O
MOJBOPA CPEJICTB I10 YXOJY 3A KOKEH HA OCHOBE CBEPTOYHBIX
HEWMPOHHBIX CETEH M VISION-LANGUAGE MOJEJIEA
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AHHoTanus. B 1aHHON cTaThe IMpeaCTaBICHbl apXUTEKTypa M MporpaMMHas peanu3aius
MOOWJIBHOTO TIPHJIOXKEHHS U aHAJIM3a COCTOSHUS KOXKM M TEPCOHAIM3MPOBAHHOTO MOIO0pa
CPEICTB yXO/Ja C MHCIOJb30BAaHHEM METOJAOB MCKYCCTBEHHOTO UHTEIJIeKTa. PermieHue
OPUEHTHPOBAHO NPEUMYIIECTBEHHO Ha JIMIl, KOXKa KOTOPBIX MOJBEPraeTcs IOBBIIICHHBIM
bu3MoNOruuecKUM Harpys3kam, — Mpo(ecCHOHANBHBIX CIOPTCMEHOB M JIIOJEeH, aKTUBHO
3aHUMAIOMIUXCSI PUTHECOM, — IIPH 3TOM MPHIIOKEHHE MOKET MCIIOIb30BaThCs M 00JIee IMUPOKOM
aynutopued. Moaynb aHanu3a peajn3oBaH Ha OCHOBE JIBYXATallHOTO IMOAXO0Ja: CBEPTOYHOMN
Heiiponnoii cetn (CNN) cemeiictBa ResNet, 00yuenHoi metonom transfer learning Ha OTKPBITBIX
Habopax cendu-u300pakeHnil ¢ JAepMaTOIOTHYECKONW pPa3METKOM, W vision-language mozpenu
Gemini Flash 2.5, Bemonnstoned Bamumamuio pe3ynbraroB CNN I CIOKHBIX KJIacCOB.
[TonpoOHO omucaH anropuTM PEKOMEHIAIUH, BKIIOYAIOIIUNA CTporue (UiIbTPhl aJUIEPIeHOB,
OLIEHKY TPOJYKTOB B 3aBUCUMOCTH OT THIA KOXH, Tpad HECOBMECTHMOCTH AaKTHBHBIX
WHTPEINEHTOB, a TaKXe KPUTEPUH OTOOpa C Y4eTOM IIEHOBBIX KaTeropuil M pasHooOpaszus
OpennoB. KonnuecTBeHHble mokazarenu 3p(HEeKTHBHOCTH JEMOHCTPUPYIOT TOUHOCTH 88,65 % npu
KJaccuduKanuu Tuna koxu u 91,35 % npu onpeneneHnn KOXHBIX Mpobdiem; nHTerpanus VLM-
BaJIMJIaTOpa TOBBIIIAET TOYHOCTh Ha CIOXKHBIX Kjiaccax ¢ 79,0 % mo 92,4 %. IlomydyeHHbie
pe3yNbTaThl MOATBEPKIAIOT MPAKTHUYECKYI0 TPUMEHUMOCTh THOpuaHOTo nmoaxoga CNN + VLM
JUTSE MOOMIJIBHOTO aHAJT3a JIMIA B 33/1a4aX KOCMETOJIOTHH.

KaioueBble ci10Ba: aHain3 KOXH, cBeprouHble Heiponnbie cetu (CNN), vision-language
mozaenu (VLM), pexkoMeHIaTenbHbIE CHCTEMBI, CPEACTBA yXOJla 3a KOXeW, MOOWJIbHBIC
MPUIIOKEHHU S, KOCMETOIOTHSI.

CBEPTKAJIBI HEHPOH/JIBI )KEJLJIEP )KOHE VISION-LANGUAGE
MOJAEJIBAEP HET'T3IHIAE TEPI KYTIMI KYPAJIIAPBIH )KEKEJIEHIIPIIT
TAHAAYTA APHAJIFAH MOBHWJIBJAI KOCBIMIITA

Kaxkpinoexosa /I. b., Maptsinuos H. B.?
Astana IT University, Acmana ., Kazaxcman
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Anparna. byn makanaga skacaHIbl MHTEJUIEKT O/ICTEpiHE HETri3/IeireH Tepl KarJaibIH
Tanaay >KOHE KYTIM KYpallapblH >KEKEJICHAIPIN TaHJIayFa apHajdFaH MOOWJIB/I KOCHIMIIIAHBIH
apXUTEKTypackl MeH OarnapiamMalblK JKy3ere achlpbulybl YChbIHbUIAIBL. lllemiiM, eH aiabIMeH,
Tepici )KOFaphl (PU3UOTOTUSIIBIK )KYKTEMEre YIIBIPAaThIH TYJIFajapra — KociOM CopTLIbLIap MEH
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Oencenni (UTHEC OoyecKoWapplHa — OaFbITTajFaH, COHBIMEH KaTap KEH ayAuTOpusra Ja
KOJIJIaHyFa )apaMel. Tanmay MOyl eKi Ke3eH Il TOCUT HeTi31H1e KYPBUIFaH: EPMAaTOIOTHSITBIK
TaHOAJaHFaH aIbIK celdu-cypeTTep IepeKTep KUBIHTBHIFbIHAA transfer learning omiciMeH
oKbITEUTFaH ResNet ToObIHA jkaTaThIH cBepTKaIbl HeWpoH bl ke (CNN) jkoHe KypJenm Kiacrap
yiria CNN votmkenepin BanuaanusiaiiTeiH Gemini Flash 2.5 vision-language moaeni. ¥ cbIHbBIM
QITOPUTMI €IKeH-TerKeillll cunaTTainFaH, OFaH aJJIepreHiiepAl KaTaH Cys3riiey, Tepl TypiHe
OaitmaHbICTHI OHIMIEP I OaFanay, OeJICeHAl HHTPEIUCHTTEPAIH YilleciMCi3liK rpadbl, COHal-aK
Oara caHaTTapbl MEH OpEHIATEPAIH SPTYPIUIITiH €CKepeTiH ipikTey Kpurepuiiepi kipeai. CaHabIK
TUIMIUTIK KOPCETKIIITepl Tepl TYPiH xkikTeyae 88,65 % xoHe Tepi Macenenepin ansikTayaa 91,35
% momnikTi kepcereni; VLM-BanmuaaTopslH HHTETpanusiiay Kypaeli Kiactapaarsl onaikTi 79,0
%-nan 92,4 %-ra neitin apTThIpAbl. AJIBIHFAH HOTHDKEIIEP KOCMETOJIOTHS CaJlaChIHAaFbl MOOMITB/TI
6er Tanaays! yuriH CNN + VLM rulpuATi TOCUTIHIH MPaKTHKAIBIK THIMIUIITIH pacTaiibl.

Tyiiin ce3mep: Tepi Tammaybel, cBepTKaiabl Herponabl xkeninep (CNN), vision-language
mognenpaepi (VLM), ycwhlHBIM >Ky#enepi, Tepi KyTiMi Kypajiaapbl, MOOWJIbII KOCBIMIIAJAp,
KOCMETOJIOTHSI.
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